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Sophos Phish Threat

Outlook add-in for Windows and Mac
Sophos Phish Threat Outlook add-in allows employees to report
suspected phishing and spam messages with one click right, fram

Outlook. Available for Outlook for Windows and Mac, Outlook Web
Access, Office 365, and Exchange environments, it turns all employees
into an active line of defense against cyberattacks.

Highlights Benefits of Sophos Outlook add-in

» Report suspected Now with over 500 email threat templates and 60 engaging training modules in 10
phishing and spam languages, Phish Threat's single license already makes it simple to change employee
messages with one click behavior - existing customers see a 31% reduction in susceptibility to attacks in only
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Provide Instant feedback ourcampaigns

to employees The Outlook add-in goes further to simplify the way employees report suspicious
messages and simulated tests. With one click, users can report a message to the
proper destination in the proper format and eliminate the need to remember a specific
email address or how to properly forward unwanted messages.
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Enrich existing Phish
Threat Reports
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Compatible with Windows

. You and your team will get better visibility into organizational awareness of
and Mac devices Y d Y g

cybersecurity risks and the real threats you face. Phish Threat reports make it simple
Works with 0365 to view who, when, and on what device users receive their simulated attack - and who
and Exchange Server reported it.
environments
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Sophos Phish Threat

Greater Visibility of Threats

Instant feedback to employees is a terrific way of improving
behavior. That's why any employee reporting a Phish Threat
simulation will automatically receive an instant confirmation
of the test.

Reports of all suspicious emails will be automatically
forwarded to your designated Phish Threat inbox for greater
visibility into the threats each organization faces. A copy will
also be automatically sent to SophoslLabs for further threat
analysis, helping Sophos in its work to predict and prevent
threats for all our customers.

Report Message *

You caught a phish!

This was a simulated phishing email sent by your crganization for training
purposes. Had this been a real phishing attack, your report would have slerted
the security team and helped to protect your organization. Nice work!

Get Started

The Sophos Outlook add-inis included as standard with
the Phish Threat license. Available to download today from
Sophos Central and install to all devices centrally, you can
soon start demonstrating how employee awareness is
improving.
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Phish Threat - Report message add-in for...

iew / Phish Threat Deshboard

® Phish Threat To enable email reporting, install the Outlook add-in. Learn More

& Download XML Manifest

Reported emails will be sent to Sophos Labs for threat analysis.

We will also forward the message to you at the mailboxes listed below. Add mailbox

johns@totalprotect net x

¥ Settings

Compatibility
Sophos Phish Threat Outlook add-in is compatible with the
following environments:

» Microsoft Office 365 Business subscription
(Microsoft Exchange Online)

» Microsoft Exchange Server 2019 on-premises*

With support for a range of popular mail clients:
» Microsoft Outlook for Windows 2013, 2016, and 2019
» Microsoft Outlook for Mac 2016 and 2019

» Microsoft Outlook on the Web (Microsoft
Office 365 or Outlook Web Access)

Installation

Whether running a proof-of-concept for Sophos Phish
Threat or rolling out the service to thousands of employees,
installation of the Outlook add-in is simple.

During proof of concept or testing, sideloading allows you to
install the Sophos Outlook add-in on individual user devices
via an XML Manifest file.

Centralized deployment is the best way to manage roll-out
of Outlook add-in to all employees. Partners and customers
can quickly and easily carry this out from the Office 365
Admin Center or using the Exchange Admin Center for on-
premises estates. Full details available here

How to buy

Priced per user with bands from 1 to 5000+, Sophos Phish
Threat's single license type keeps things simple, with
unlimited tests per user, so you can focus on protecting
your users - and business - safe from today’'s advanced
phishing attacks.

*Microsoft Exchange 2013, 2016 for on-premises, and providers not
listed are not currently supported

Try it free for 30 days

Register for your free 100-user evaluation at sophos.com/phish-threat.

North American Sales
Toll Free: 1-866-866-2802
Email: nasales@sophos.com

United Kingdom and Worldwide Sales
Tel: +44 (0)8447 671131
Email: sales@sophos.com

Asia Sales
Tel: +65 62244168
Email: salesasia@sophos.com

Australia and New Zealand Sales
Tel: +61 2 9409 9100
Email: sales@sophos.com.au
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https://docs.sophos.com/central/Customer/help/en-us/central/Customer/concepts/PTDeployOutlookAddin.html

